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Executive Summary  

The research of Ageing@Work includes research with humans. Amongst others, planned activities include 

interviews, surveys, physical and psychometric tests, observations, monitoring and tracking of activities at 

work and in private life. With regard to the ICT solutions to be developed, it can also be assumed that, for 

example, daily routines are tracked and additional data is collected and processed. The collected data may 

include age, gender, data on health and lifestyle as well as other data such as workability and physiological, 

psychometric behavioural and social parameters. Design of these and other solutions of the project will 

be carried out with Ethics by Design and by Default approach. This means that ethical aspects will be 

considered from the very beginning and ethical aspects will be included in all evaluation activities. In 

addition, possibly confidential company data on the workplace's design, work processes and other working 

conditions are to be recorded. This results in special requirements for data protection, confidentiality and 

other ethical aspects like the principle of voluntary participation based on informed consent as well as 

integrity and dignity of study participants. 

This document presents the Ethics Manual for the Ageing@Work project. It provides information on 

identified challenges and summarises fundamental requirements to deal with ethical, privacy, data 

protection and other related issues in the project. It must be followed by all beneficiaries to ensure 

compliance with ethical and related requirements during and after the Ageing@Work project. In addition, 

national legislation must be taken into account if relevant requirements arise. The manual will help 

beneficiaries to comply with privacy policies and to decide if and for which actions external ethics 

approvals are necessary. If so, it also outlines the procedure for obtaining such an approval. Furthermore, 

to deal with such issues an Ethics Advisory Board (EAB) of the project was built including members with 

expertise on ethics. They will assist the project in identifying and solving ethical concerns that might not 

be identified by the end users or the project group. Members and responsibilities of the Ethics Advisory 

Board are also named in this document. 

Before any activity involving research with humans or the collection or processing of personal data, the 

study design including relevant aspects of data protection must be described in detail. This information is 

to be send to the EAB of the project before starting the respective activity. Then the EAB can make 

recommendations on whether and to what extent the planned activities should be carried out. In addition, 

the board recommends whether an ethics approval by an external ethics committee is advisable. 
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1. Introduction 

1.1 Scope of the Deliverable 

During and after the project, applicable ethical and privacy standards must be adhered to and possible 

challenges must be adequately addressed. This Ethics Manual supports the identification of ethical issues 

associated with the activities planned in the Ageing@Work project. The information provided and 

procedures described here should ensure this. This refers primarily to the development of the results 

within the project but also to the further use of these after the end of the project. All involved in the 

project are encouraged to carefully review the Ethics Manual and to confirm compliance with the 

proposed practices. 

1.2 Relation to other Activities and 

Deliverables 

This deliverable is related indirectly with all the activities that concern studies in humans and data 

collection (e.g WP2, WP3, WP5 & WP7), data management (e.g. WP9) as well as ethics and other legal 

requirements (e.g. WP1, WP9). However, in the development of the ICT solutions and the Ageing@Work 

platform (e.g. in WP4), the requirements of this document are also relevant. This applies in particular if 

the personal rights of users are infringed or personal data is collected, processed or shared. 

1.3 Ageing@Work Project Description 

Ageing@Work will develop a novel ICT-based, personalised system to support ageing workers (aged 50+) 

into designing fit-for-purpose work environments and managing flexibly their evolving needs. Advanced 

dynamically adapted virtual models of workers will incorporate specificities in respect to skills, physical, 

cognitive and behavioural factors, being extended from the work context to personal life aspects 

interacting with workability, health and wellbeing. Virtual workplace models will encode characteristics of 

the workplace (factory, outdoor work site, home), at both physical and semantic, resource/process levels. 

On top of the models, computational intelligence will be responsible to (a) assess user specificities and 

needs i.r.t. work conditions, both in terms of ergonomics, health and safety issues and task assignments, 

and (b) perform personalized predictive simulations on workability, health and well-being. 

Recommendations will then be provided both to the worker and company (under strict privacy 

restrictions), on how the working conditions must adapt. The worker models will be populated by highly 

unobtrusive worker sensing, both at work, at home and on the move. To foster workability and 

productivity, highly personalized, intuitive, age-friendly productivity, co-design enhancement tools will be 

developed, including ones for AR/VR-based context-awareness and telepresence, lifelong learning and 

knowledge sharing. On top of these, a novel Ambient Virtual Coach (AVC) will encompass an empathic 

mirroring avatar for subtle notifications provision, an adaptive Visual Analytics –based personal 

dashboard, and a reward-based motivation system targeting positive and balanced worker behaviour at 

work and personal life, towards a novel paradigm of ambient support into workability and wellbeing. The 









  GA #826299 

D2.4 Dissemination Level: Public Page 13 of 146 

To address these ethical issues, as part of the submission of the Ageing@Work project, adjustments have 

already been made in Section 5 (Ethics and Security) of Appendix 2, Part B (DoA). In addition, the work 

package "WP1 - Ethics requirements" has been added to the project plan. 

In order to identify further possible ethics issues, the authors of this document distributed a template on 

ethical and legal issues with a questionnaire (see Annex 2) to all beneficiaries. In addition, the activities 

described in the DoA were analysed in order to uncover further fields of action. Apart from the points 

already mentioned above, further possible ethical aspects to be considered could be identified. These 

include, but are not limited to, the prevention of physical (and other) adverse effects on participants, the 

minimisation of risks, the maximisation of benefits, the safety and adequacy of the equipment and 

methods used, and the confidentiality of company information. The information provided by the project 

partners in the questionnaire is presented in Annex 33. 

Further information on the challenges outlined here and suggested procedures how these can be managed 

are presented in the following sections. Finally, it should be noted that in the course of the project, even 

after completion of the Ethics Manual, further ethical issues may arise which cannot yet be identified at 

the present time. In order to counter this situation, all planned activities must be carried out in close 

coordination with the Project Management and Ethics Advisory Board. 

  

                                                           
3 It should be noted that the questionnaire was submitted to the parties at a very early point in the project. Since the 
exact procedures and study designs for the planned activities had not yet been finally determined at this stage, the 
information provided represents a first inventory of possible ethical issues. Additional aspects may arise in the further 
course of the project, others may not be relevant. 





https://www.bfarm.de/EN/MedicalDevices/Differentiation/MedicalApps/_artikel.html
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More information and comments on relevant issues can be found in the opinions, recommendations and 

statements of the European Group on Ethics in Science and new Technologies (EGE)4, the Article 29 Data 
Protection Working Party5, the European Data Protection Board (EDPB)6 and the High-Level Expert Group 
on Artificial Intelligence7. At this point, we should not forget to mention in particular Guidelines on Data 
Protection Impact Assessment (DPIA) [19], Guidelines on Automated individual decision-making and 
Profiling [20] as well as EGE Opinion No. 26 - Ethics of Information and Communication Technologies [21] 

and EGE Opinion No. 29 - The ethical implications of new health technologies and citizen participation [22]. 

More details on European data protection legislation are presented in the Handbook on European data 
protection law [23]. 

2.5 International Guidelines and Codes of 

Conduct 

To uphold ethical principles in research, the Declaration of Helsinki (DoH) [24] and the Nuremberg Code 
[25] should always be complied with. Both documents contain important cornerstones to ensure research 

ethics at the international level. 

Further guidelines for the observance of ethical principles, issued by the World Health Organisation (WHO) 

and the Council for International Organizations of Medical Sciences (CIOMS) respectively, are listed and 

explained in International Ethical Guidelines for Health-related Research Involving Humans [26] and 

Standards and Operational Guidance for Ethics Review of Health-Related Research with Human 
Participants [27]. The first source is aimed primarily at researchers who plan and carry out research 

projects with human participants. Among other things, it contains points which should be included in a 

study protocol and sets minimum requirements for obtaining informed consent. The second source is 

addressed to research ethics committees as well as to researchers themselves. 

  

                                                           
4 https://ec.europa.eu/info/research-and-innovation/strategy/support-policy-making/scientific-support-eu-
policies/european-group-ethics-science-and-new-technologies-ege_en#ege-opinions-and-statements  
5 https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/index_en.htm  
6 https://edpb.europa.eu/guidelines-relevant-controllers-and-processors_en  
7 https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines#Top  

https://ec.europa.eu/info/research-and-innovation/strategy/support-policy-making/scientific-support-eu-policies/european-group-ethics-science-and-new-technologies-ege_en#ege-opinions-and-statements
https://ec.europa.eu/info/research-and-innovation/strategy/support-policy-making/scientific-support-eu-policies/european-group-ethics-science-and-new-technologies-ege_en#ege-opinions-and-statements
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/index_en.htm
https://edpb.europa.eu/guidelines-relevant-controllers-and-processors_en
https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines#Top


https://www.datenschutz-wiki.de/Landesdatenschutzgesetze


http://prawo.sejm.gov.pl/isap.nsf/download.xsp/WDU20180001000/T/D20181000L.pdf
https://www.uodo.gov.pl/en/514/886
http://prawo.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WMP20180000827
https://giodo.gov.pl/en/408/2
https://www.giodo.gov.pl/144/id_art/779
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3. Data Protection, Privacy 

and Confidentiality 

3.1 Background 

3.1.1 History 

The European Union knows two distinct basic rights concerning privacy and personal data protection. The 

right to respect for private life, called the right to privacy, enshrined first in international human rights law 

as one of the fundamental protected human rights in the Universal Declaration of Human Rights (UDHR) 

in 1948. Subsequently, Europe adopted this right in the European Convention on Human Rights (ECHR) in 

1950. These laws were passed long before the development of the Internet and other new technologies. 

Therefore, new rules governing personal data collection and processing were needed. The right to 

personal data protection was first adopted in different European countries in the 1970s and was later on 

established at European level in the Convention 108 (“Convention for the protection of individuals with 

regard to automatic processing of personal data”) in 1981. Building on this, the European Union developed 

the Data Protection Directive (Directive 95/46/EC) in 1995 which was transposed into national law by the 

individual EU countries. 

At present, the protection of personal data in the European Union is guaranteed by Article 8 of the EU 

Charter of Fundamental Rights (CFR) [2] and Article 16 of the Treaty on the Functioning of the European 

Union (TFEU) [29]. In the age of advancing technical development and innovations, more and more 

information and personal data is digitalized and can be retrieved more easily and quickly. This is why the 

informational self-determination of EU citizens is both important and challenging. The abundance of 

information and the ease of its storage and combination awaken desires and carry high risks. Data 

protection is intended to counter these risks preventively. In order to meet the new challenges, the EU 

recently has introduced the General Data Protection Regulation (GDPR) [10] which is directly applicable in 

the EU countries since 2018 and replaces the previous Data Protection Directive. Besides, there are other 

national regulations on data protection on the basis of flexible clauses of the GDPR, e.g. concerning data 

protection for employees or for scientific research purposes. The EU legislation sets out the principles of 

the protection of natural persons with regard to the processing of their personal data regardless of their 

nationality or residence to protect their fundamental rights and freedoms, in particular their right to the 

protection of personal data in the digital age. In this way the GDPR makes a contribution to the 

accomplishment of an area of freedom, security and justice as well as to economic and social progress and 

to the well-being of natural persons in the European Union (Recital 2 GDPR). 
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3.1.3 Data Protection Principles 

With regard to data protection according to GDPR, there are seven basic principles (Figure 1) that must be 

respected when collecting and processing personal data in Ageing@Work (see Art. 5 GDPR) [10]. 

 

1. Lawfulness, Fairness and Transparency 

Personal data must be processed lawfully. The consent to the storage and processing of personal 

data must be voluntary, specific, unambiguous and based on information. Personal data must be 

processed fairly and in a manner understandable to the data subject. The principle of 

transparency assumes that all information is easily accessible and understandable and written in 

clear and simple language. 

2. Purpose Limitation 

Personal data must be collected for specified, explicit and legitimate purposes and must not be 

further processed in a way incompatible with those purposes. Further processing for archiving 

purposes in scientific research purposes shall not be considered to be incompatible with the 

initial purposes as long as it is in accordance with Article 89(1) GDPR. 

3. Data Minimisation 

Personal data must be adequate, relevant and limited to what is necessary for the purposes of 

the processing. Personal data should be allowed to be processed only if the purpose of the 

processing cannot reasonably be achieved by other means. 

4. Accuracy 

Personal data must be accurate and, where necessary, kept up to date. All reasonable steps shall 

be taken to ensure that personal data which are inaccurate for the purposes of their processing 

are erased or rectified without delay. 

GDPR 
principles

1. 
Lawfulnes, 

Fairness and 
Transparency

2. 
Purpose 

Limitation

3. 
Data 

Minimisation

4. 
Accuracy 5. 

Storage 
Limitation

6. 
Integrity and 

Confidentiality

7. 
Accountability

Figure 1: Basic principles of the GDPR 
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protected. The assessment of the data security risk should take into account the risks arising from the 

processing of personal data, such as accidental or unlawful destruction, loss, alteration, unauthorised 

disclosure or access to personal data transmitted, stored or otherwise processed which may in particular 

lead to physical, material or non-material damage. 

Where the processing may present a high risk to the rights and freedoms of natural persons, the controller 

should be responsible for the implementation of a DPIA, which shall in particular assess the origin, nature, 

particularity and severity of that risk. The outcome of the assessment should be taken into account when 

determining the appropriate technical and organisational measures. If a DPIA finds that processing 

operations pose a high risk that the controller cannot mitigate by appropriate measures in relation to the 

available technology and costs of implementation, the supervisory authority (see Annex 7) should be 

consulted prior to the processing (Recital 83 et seq. GDPR). 
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On the basis of the DPIA, appropriate technical and organisational measures must be taken to mitigate 

risks to the rights and freedoms of individuals. Risk reduction does not mean eliminating the risk, but 

reducing it as far as possible, taking into account the desired benefits and the appropriate economic and 

technological parameters. The DPIA must be well documented and retained as evidence of compliance. 

Where the processing operation is carried out by joint controllers, they must clearly define their respective 

obligations. Their DPIA should set out which party is responsible for the various risk management 

measures and for protecting the rights and freedoms of the data subjects. Each data controller should 

express his or her needs and provide useful information without either compromising secrets (e.g.: 

protection of trade secrets, intellectual property, confidential business information) or disclosing 

vulnerabilities. A DPIA may also be useful for assessing the data protection impact of a technology product, 

e.g. hardware or software, if it is likely to be used by different data controllers to perform different 

processing operations. Of course, the data controller using the product remains obliged to perform its own 

DPIA in relation to the specific implementation, but this may be communicated by a DPIA created by the 

product provider [30]. It is to expect that also in the context of the Ageing@Work project processing 

operations are carried out by joint controllers (see Section 3.3.2). 

Describe envisaged 
processing operations 

& their purposes

Assess necessity and 
proportionality

Consider measures 
already envisaged & 

consultation 

Assess risks to the 
rights and freedoms

Identify & take 
measures to mitigate 

the risks

Record outcomes & 
keep documentation 

for compliance 

Monitor and review 
the outcomes

Figure 3: General iterative process of a DPIA 



https://edpb.europa.eu/about-edpb/board/members_en


https://ageingatwork-project.eu/
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key to associate the participant's name with the code that identifies the data file is not made available to 

anyone and the privacy of the data is protected. In addition, the data is retained for the shortest period of 

time necessary to achieve the project objectives. Each access to the collected data is password protected 

and is only granted to authorised partners for data processing. In addition, access to information will also 

be restricted to the partners involved in the respective task to ensure their confidentiality. Information 

technologies will be used to securely store, provide and access data and to manage the rights of users. 

3.3.3 Data Protection during Storage and Destruction 

Within Ageing@Work the identification information is stored separately from all evaluation data. Data 

from electronic records is stored on secure servers that are backed up daily. In addition there are technical 

measures in place such as firewalls, regularly updated virus protection and access restriction by password 

protection. Non-electronic files are stored in locked file cabinets in non-public areas. Files containing 

information that could identify a study participant are kept separate from research files in locked cabinets. 

All areas are reviewed regularly to ensure that confidential information is not omitted in open areas. 

Every participant has the right to be forgotten, which means that the data subject has the right to ensure 

that his or her personal data are erased and no longer processed if he or she has withdrawn the consent 

to the processing. All data from the project pilots and studies that are considered confidential will be 

discarded by the end of the project, while only the public models and respective datasets described in 

detail in the Ageing@Work Data Management Plan will be made open. This plan also reports on the 

strategy of open data storage and destruction in research and on the limits of its secondary use and 

disclosure to third parties. A number of critical factors relevant to data retention will be taken into account, 

e.g. the purpose of data retention, the type of open data collected, the policies for access to open data, 

security measures, confidentiality and anonymity of data. Since hard disk drives are used for data storage, 

existing methods and tools for permanent and irreversible data destruction are used, e.g. completely 

overwriting and formatting hard disks. 

Further processing of the personal data collected previously ("secondary use") is not envisaged. In the 

unlikely event that such a need arises during the course of the project, the Ageing@Work consortium will 

take all necessary steps to ensure explicit confirmation that the beneficiary has a legitimate basis for 

processing and that appropriate technical and organisational measures have been taken to protect the 

rights of data subjects. In addition, it will be ensured that the secondary data used in Ageing@Work remain 

anonymous.  
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4. Ageing@Work Ethics 

Framework 

4.1 Ethical Strategy 

All participants in the project are committed to ensuring their adherence to the ethical principles set out 

in Section 1.4 and to acting in compliance with the laws and codes of conduct set out in Section 2. Any 

other applicable laws, regulations and recommendations must also be complied with. Particular attention 

must be paid to data protection, compliance with the requirements of the GDPR (see Section 3) as well as 

protection of confidentiality and anonymity of participants involved. An Ethics / Privacy by Design 

approach is pursued within the framework of the project. This means that ethical and data protection 

issues are to be considered and observed during the planning and implementation phase for the entire 

duration of the project and beyond. If necessary, the approval of external national / regional / institutional 

ethics committees (Ethics Approvals, see Section 0), data protection authorities and other supervisory 

bodies must be obtained in advance for all planned activities. Recruitment of participants is based on pre-

defined rules. Participation is completely voluntary for all participants and is based on informed consent. 

The Ageing@Work Ethics Advisory Board (EAB, see Section 4.3), the responsible persons from WP9 

(‘Project Coordination and Management’, most importantly T9.3 ‘Data management, Ethics and 
Standardization’) as well as the project management are available to provide advice and support. In the 

end, however, each beneficiary is responsible for acting in accordance with the rules referred to above. 

Risks arising from the activities carried out within the framework of the project are to be mitigated. 

Possible residual risks must be borne by each responsible party. In addition, the procedures contained in 

Section 5 (Ethics and Security) of Appendix 2, Part B (Ageing@Work DoA) must be followed. 

Before starting research activities with human participants or the collection of personal data, the planned 

procedures shall be described in detail in a research / study / experimental protocol. Appendix 4 contains 

a recommendation of the information that should be included. In addition, an Informed Consent Form 

(ICF) tailored to the survey must be prepared. More detailed information can be found in Section 4.7. Both 

documents should then first be submitted to the EAB so that it can make recommendations and identify 

possible unidentified ethical and data protection issues.  

In addition, it must be decided whether an external ethics committee should be consulted and whether a 

Data Protection Impact Assessment (DPIA) is necessary. With regard to the ethics vote, the guiding 

questions from Section V. (Ethics Checklist) of the Questionnaire on ethical and legal issues (see Annex 2) 

can be used. The need for a DPIA can be derived from the requirements in Section 3.2 and the key 

questions in Section VI. (Risk Assessment) of the questionnaire (see Annex 2). The EAB can also be 

consulted on these points in order to make a recommendation based on the information provided. 

Within the framework of the project, the responsible developers must carefully examine whether and if 

so which of the ICT solutions fall within the scope of MDR [12] (see Section 2.4) and related national or 

international regulations. Any resulting requirements must be adhered to. 
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4.4 Ethics Approvals 

As Ageing@Work planned activities include research with human participants and the collection and 

processing of (sensitive) personal data, it may be necessary to obtain the consent of independent ethics 

committees before starting research. The key questions from Section V. (Ethics Checklist) of the 

Questionnaire on ethical and legal issues (see Annex 2) can provide some preliminary information to make 

a decision. In addition, the EAB may be consulted. Moreover, national legislation may require an approval. 

If such ethics votes are required, they should usually be submitted to an ethics committee from the 

country/region where the research is being conducted. In the case of transnational multicentre research 

projects, it may also be advisable to submit an additional vote in the country where the researchers come 

from [26]. If ICT solutions developed and tested within the framework of the project fall within the scope 

of application of the MDR [12] (see Section 2.4) as well as related national or international regulations, a 

vote of an ethics committee may also be necessary. 

According to the preliminary assessment of the authors of this manual, it seems reasonable to obtain a 

vote in Spain and Germany for the research activities taking place there. In principle, it is possible for those 

responsible for the individual activities to submit separate applications for such a vote. It may, however, 

be more economical to apply for a joint ethics vote in Spain and in Germany. This requires the coordination 

of the ERPs of the partners involved in order to determine who is primarily responsible for this. An 

application for an ethics approval inter alia requires a detailed description of the study design, the data 

collected and the processing of this data. The modalities and content of the application may vary 

depending on the country and ethics committee. Essentially, however, this will be information on a 

research / study / experimental protocol, which is listed in Annex 4, based on recommendations from the 

World Health Organisation (WHO). In addition, in the country where the research takes place, a 

responsible ethics committee, which can approve the planned research, is to be identified. The Network 

of European Research Ethics Committees (EREC) provides a list of national ethics committees on its 

homepage (http://www.eurecnet.org/information/index.html). 

The EAB can advise on the selection of competent ethics committees and on the submission of applications 

for an approval. 

4.5 Privacy and Data Protection 

First of all, the data protection principles must be taken into account when collecting and processing 

personal data in Ageing@Work. Personal data must be processed lawfully, fairly and transparent. Personal 

data must be collected only for the specified purposes of the project and limited to what is necessary to 

achieve the objectives of Ageing@Work. Personal data must be accurate, kept up to date and stored only 

for the relevant time according to the corresponding purposes. 

The rights of the data subjects have to be respected while collecting and processing personal data. All 

participants have to be provided with adequate information about the project’s objectives and the 

purposes of data processing. Personal data may not be collected if the data subject has not given prior 

http://www.eurecnet.org/information/index.html
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consent. In addition, the data subject has the right to rectification and erasure of personal data that is 

inaccurate, no longer required or if he or she withdraws consent. 

According to the GDPR, severity and likelihood of risks to the fundamental rights and freedoms of data 

subjects have to be assessed and appropriate protective measures have to be taken. Therefore controllers 

must perform risk assessments and in case where it is likely to result in high risks carry out a Data 

Protection Impact Assessment (DPIA). If there are high risks identified in the DPIA that the controller 

cannot mitigate by appropriate measures, the supervisory authority should be consulted prior to the 

processing. 

Data should best be collected in anonymous form so that it no longer relates to identifiable individuals. 

Then the anonymised data is not subject to data protection law but the data collection may still raise 

significant ethical issues due to the origins of the data or the applied method to obtain the data. If 

anonymisation is not possible, personal data should be pseudonymised in order to protect the 

participants’ privacy and minimise the risk to their fundamental rights. It works in such a way that an 

identification code is assigned to all participants so that the different actions of the participants during 

data collection can be mapped. The relationship between the identification code and the participant is 

stored separately and securely and is only accessible to defined persons. 

Upon completion of the project, all data from the project pilots and studies that are considered 

confidential will be discarded. Only the public models and respective datasets described in detail in the 

Ageing@Work Data Management Plan will be made open. In depth information on the general data 

protection processes is given in Section 3. 

4.6 Recruitment of Participants 

Several of the studies planned within Ageing@Work with different objectives involve human participants. 

All people that will be actively participating in the above processes and/or being affected by their 

execution, will take part in a thorough recruitment and informed consent procedure, that will be 

particularly stringent to ensure that participation is voluntary and no coercion (not even soft or indirect) 

is exerted. The specific criteria for the selection of the volunteer participants will be determined by the 

pilot requirements, while there will be participants with various roles. Furthermore, specific measures to 

protect the participants from any kind of harm, a breach of privacy/confidentiality and potential 

discrimination will be applied. Clear inclusion and exclusion criteria shall be established for participation. 

Discrimination or privileged treatment of individuals has to be avoided. For each data collection, a tailored 

and detailed informed consent procedure will be developed and applied. The participants concerned are 

to be informed about, among other things, the objectives of the project, the persons responsible, the 

methods used, the data collected, the handling and processing of this data, possible benefits and risks as 

well as the possibility of withdrawing their participation. Further information on informed consent will 

follow in the next Section 4.7. 

Since the participants are employees of the pilot companies involved and are therefore in a relationship 

of dependence, they are to be regarded as vulnerable [7, 26]. This results in special requirements for 
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recruitment and the procedure of informed consent in order to ensure absolute voluntariness and to 

exclude direct or indirect consequences from participation or non-participation. For example, the 

companies involved (or their management) should not know which employees participated and which 

employees did not. It must also be carefully clarified whether and in what form the participating 

companies (or their management) are given insight into the study results in order to ensure that no 

conclusions can be drawn about individual employees or small groups of employees. This is particularly 

true as the project will also collect data on health status, lifestyle or work ability. There is thus a risk that 

knowledge of such data may result in disadvantages (e.g. job loss, discrimination, poorer career 

opportunities). Appropriate measures must be taken to protect the participants and to eliminate or 

mitigate such risks. In any event, participants must be fully informed of such risks, should they exist. On 

the other hand, participants should not receive any special advantages or preferential treatment in 

relation to their job. 

4.7 Informed Consent 

The consent procedures will be carefully determined and managed by data collection and pilot-specific 

tasks (within WP2, WP3 and WP7) that will manage the trials which will be performed in selected data 

collection areas. Thus, it will require the enrolment of people voluntarily declaring their consent to 

participate in each of the data collection process and the pilot use cases. However, the design of the 

observational study will be prepared in strict collaboration with the EAB of the Ageing@Work consortium, 

in order to respect privacy and ethical issues implied by the data to be collected and analysed. The consent 

procedure for all data collection processes and the pilot use case realisation at each of the selected pilot 

sites (e.g. in WP2, WP3 and WP7 respectively), will be obtained through a two stage procedure: 

a. Initially the study/data collection responsible or the pilot trial leader will orally present the 

purpose of the study or pilot to people that will be involved, carefully describing the level of 

privacy infringement that the execution of each of the process involves. In the event that someone 

cannot/does not wish to participate in the presentation, he/she will be excluded from the study 

or pilot. This must not result in any other disadvantages (except non-participation) for the person 

concerned. 

b. Secondly, after a few days, subjects will be required to read and sign an Informed Consent Form 

(ICF) that will explain in both plain English and in local language what the study/trial leader has 

already orally explained. The informed consent forms in English and in local language to be used 

will be sent to the European Commission and included in the experimental protocol. 

The data collection and pilot-specific tasks (as parts of the activities performed in WP2, WP3 & WP7) will 

follow typical consent procedures that will manage the trials. Volunteers will participate in data collection 

processes including the pilot studies, and thus according to the Ageing@Work ethical protocol regarding 

the privacy of the personal data and the permission to process those data, all participants will fill in the 

ICF, either in a digital format (online), or in paper-and-pencil. A first template for an ICF has already been 

developed under D1.1 and the languages of the prospective study participants have been translated. The 

English version can be found in Annex 5. The ICF template is structured in three main parts: 
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of the ERP (see Section 4.2) of the partner(s) involved. On the basis of this information and in coordination 

with the project management as well as the partner(s) involved, the EAB can provide indications as to 

whether ethical issues exist which were not foreseeable up to now and have not yet been addressed in 

the Ethics Manual. 

In this case, the EAB can, as with all questions of ethics and data protection, provide advice in order to 

adequately address these points within the framework of the project. Should new information or 

guidelines arise in the course of this consultation, they will be made available to the entire project 

consortium. If they are highly relevant, they can also be added to the Ethics Manual (e.g. as a further 

appendix or other document) and made available to the public. The EAB and the project management, in 

cooperation with the ERP of the participating partner(s), decide whether this particularly high relevance is 

present. 
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Annex 1: Ageing@Work Ethics 

Summary Report 
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Annex 2: Questionnaire on 

ethical and legal issues 15 

I. Beneficiary 

Institution / Beneficiary: Name: Date: 

   

 

II. General Ethics 

1. Apart from the Declaration of Helsinki, is there any other international or national legislation, 

which you must follow when performing research with human subjects? 

(Please state the legislation and describe it briefly.) 

 

 

 

2. Is there an ethics control body in your country? 

(If yes, please give a brief description of the procedure.) 

 

 

 

3. Is there an ethics control committee in your organisation? 

(If yes, please give a brief description of the procedure.) 

 

 

 

4. Which ethical control procedures do you follow before performing tests on human subjects? 

(involvement of other organisations/departments that also control your research activity) 

(Please give a brief description of the procedure.) 

 

 

 

  

                                                           
15 This questionnaire is an integral part of the “Template on ethical and legal issues", which was sent to all project 
partners prior to the preparation of the ethics handbook and completed by them. 
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5. Does your organisation have specific expertise in the field of ethics and data protection in 

scientific research and is there interest in joining the Ethics Advisory Board? 

(If yes, please indicate a contact person.) 

 

 

 

III. Safety and Hygiene 

1. Do you have written procedures for maintaining hygiene in your organisation? 

(If yes, please give a brief overview. If no, please explain why or what corrective actions you take.) 

 

 

 

2. Do you have written procedures for safety of employees and volunteers in your organisation? 

(If yes, please give a brief overview. If no, please explain why or what corrective actions you take.) 

 

 

 

3. Do you have expertise and procedures to test the safety of equipment you use or prototypes you 

develop? (e.g. safety to protect against electrical or magnetic hazards) 

(If yes, please give a brief overview. If no, please explain why or what corrective actions you take.) 

 

 

 

4. Are you familiar with the formal hygiene and laboratory safety regulations? 

(If yes, please give a brief overview. If no, please explain why or what corrective actions you take.) 

 

 

 

5. Do you have procedures for conducting risk assessment about safety, breach of privacy and bio-

compatibility? (Biocompatible is the term used to describe materials or assemblies that have no 

negative influence on living organisms in their environment.) 

(If yes, please give a brief overview. If no, please explain why or what corrective actions you take.) 
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6. Is your organisation insured against risks due to invasion of privacy, safety and biocompatibility? 

(If yes, please give a brief overview. If no, please explain why or what corrective actions you take.) 

 

 

 

IV. Data Protection 

1. Is there an established Data Protection Authority in your country which supervises research 

activities with human subjects and their personal data? 

(If yes, please give a brief outline of it. If no, please describe an alternative procedure to review data 

protection activities.) 

 

 

 

2. Do you follow written procedures for protecting privacy (Privacy Policy)? 

(If yes, please give a brief outline of it. If no, please explain why or what corrective actions you take.) 

 

 

 

3. In addition to the General Data Protection Regulation (GDPR) and the national legislations listed 

in D1.2 (POPD-Requirement No.6) do you follow or know any official national or international 

privacy guidelines (especially concerning processing of special categories of personal data for 

scientific research and employee data protection)? 

(If yes, please give references.) 

 

 

 

4. Do you tell the participants that all data collected will be treated confidentially and that their 

anonymity will be preserved? 

(If yes, please give a brief outline of it.) 

 

 

 

5. Do you have a Data Protection Officer who monitors data protection issues in your organisation? 

(If yes, please state the name of your DPO. If no, please explain briefly why.) 
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VI. Risk Assessment 

The risk assessment questions serve to identify possible risks arising from the planned research activity. If 

the result does not reveal any risk, no additional measures other than the usual compliance measures 

need to be taken. If any question is answered with "Yes", a full risk assessment of data protection (DPIA) 

must be carried out. 

No. Question Yes No 

1. Does the activity involve the systematic monitoring of publicly accessible spaces?   

2. Are the persons unaware of the collection and processing of their data?   

3. Does the activity use automated data collection from open sources?   

4. Does the activity involve the use of new technologies?   

5. Is there a combination of a person's data from more than one source?   

6. Is the personal data used for a purpose other than its original intention?   

7. Would the processing of personal data be perceived as disruptive in this way?   

8. Might data processing concern specific categories of personal data? (e.g. health)   

9. Does the data processing involve decisions or assumptions about individuals?   

10. Would the data subject consider the processed information to be private?   

 

VII. Study Description 

1. Does your research in Ageing@Work involve human participants and personal data collection or 

processing? 

(If yes, please give the number of the work package and task and describe it briefly.) 

 

 

 

2. How will the potential participants be selected (inclusion and exclusion criteria), addressed and 

recruited (e.g. voluntary participation, informed consent)? 

(Please describe it briefly.) 

 

 

 

3. Which kind of (sensitive) personal data is collected or processed? 

(General personal data are any information which are related to an identified or identifiable natural 

person. Sensitive personal data include genetic, biometric and health data, as well as personal data 

revealing racial and ethnic origin, political opinions, religious or ideological convictions or trade 

union membership.) 

(Please describe it briefly.) 
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4. How will the data be collected (what methods, tools, equipment, procedures etc. are applied)? 

(Please describe it briefly.) 

 

 

 

5. Does your research involve tracking or observation of participants (e.g. special measurements 

with apps, wearables or sensors)? 

(Please describe it briefly.) 

 

 

 

6. For what purpose will the data be collected or processed? 

(Please describe it briefly.)  

 

 

 

7. Does your research involve further processing of previously collected personal data  

(secondary use)? 

(Please describe it briefly.) 

 

 

 

8. How will the data be stored and backed up?  

(anonymisation/pseudonymisation procedure, technical system to implement storage) 

(Please describe it briefly.) 

 

 

 

9. How will you manage access to the data? Will third parties have access? (identification of persons 

and their professions who are authorised to have access to the data collected and protection 

against unauthorized access) 

(Please describe it briefly.) 
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10. Are there any pooled data or the need of access to or transferring of data from different 

areas/countries? 

(Please describe it briefly.) 

 

 

 

11. Do you plan to collect any kind of company data / information which might be confidential?  

(e.g. data on workplace design, work processes and other working conditions among the 

participating industrial companies) 

(Please describe it briefly.) 

 

 

 

12. Do you plan any picture, video or sound recordings of involved participants?  

(in this case a separate consent form for the implementation and use of recordings is required) 

(If yes, please describe briefly what kind of recordings, what they are used for and the consent 

procedure.) 

 

 

 

13. Are there any other ethical or legal issues that should be taken into consideration? 

(Please describe it briefly.) 
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Safety and hygiene 

1. Written procedures for maintaining hygiene 

We do not have as such a written procedure to maintain hygiene, although we are obliged to comply 

with the obligation to maintain a workplace in conditions of safety and hygiene by law. In addition, we 

also have with internal rules in the matter. 

2. Safety of employees 

Yes, we have specific protocols to act in case of accidents, fire or when it is necessary to leave the 

building for any other reason. We also have a person in charge of safety and hygiene. The workers 

undergo periodic medical checks through a medical service outside the company. 

3. Safety of equipment  

As an association, we work in an office and therefore do not handle equipment or prototypes, nor 

more complex than a computer. The companies we represent have operating manuals for machinery, 

protective equipment and safety procedures in the event of an accident. They must be inspected 

regularly by the competent authorities in matters of protection and safety. 

4. Formal hygiene and laboratory safety regulations 

Yes, we are well informed and advised on the regulation of safety and hygiene. 

5. Risk assessment  

Yes, as I said, we have a legal team that advises us on these issues. 

6. Insurance against risks  

Yes, we are insured against multiple risks.  

 

Data Protection 

1. Data Protection Authority 

Yes, the authority that deals with these issues is the Spanish Data Protection Agency. 

2. Privacy Policy 

Yes, we are legally informed of our obligations and matters of data protection and we comply with the 

regulatory requirements. 

3. Privacy guidelines 

In ANEFA we comply with legal requirements, although respect for data protection is part of our 

ethical code and principles of good governance. 

4. Confidentiality & Anonymity 

Yes, it is part of the content of the informed consent that the subjects must sign before the start of 

the study. 

5. Data Protection Officer 

Yes, the name of our DPO is María José Gómez.  

6. HTTP cookies 

No, it does not.  
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Study description 

1. Human participants & personal data  

Yes, the research involves human participants in both of the pilots. 

2. Participants selection & recruitment  

They will be selected between workers form 45 years old to 62, that do not present any serious 

mental illness, and that have the capacity to give willingly they informed consent to the trial.  

3. (Sensitive) personal data 

Biometric and health data.  

4. Collection method & tools 

With non-invasive devices that can measure vital signs, such as smart wrist band, smart arm bands or 
heart rate monitors. 

5. Tracking or observation 

Yes, one of the use cases is based on the measurement and control of the sleep quality, another one is 

based on the measurement and control of the palpitations, and another one measures the periodicity 

on which the worker must drink water to stay properly hydrated.  

6. Purpose of data collection & processing 

Yes, to draw useful conclusions for the user it will be necessary to process the data obtained through 

the measurement instruments. 

7. Secondary use 

No, the data will only be used to draw conclusions on a first use. They will not be used for uses other 

than those agreed upon by the worker. 

8. Storage & backup 

The decision on how the data will be stored is not part of the competences that have been assigned to 

ANEFA in this project, so we refer the partners in charge of this WP to give content to the response. 

9. Data access 

The data will be treated with absolute care, in accordance with legal requirements, avoiding any 

access to unauthorized persons or third parties and always within the limits authorized by the worker. 

10. Pooled data & transferring 

The data will be shared among the project partners, within the boundaries of the European Union. 

11. Company data & Confidentiality 

No, it is not our intention to collect confidential company information. 

12. Picture, video or sound recordings  

We are not planning on using videos or images obtained from the workers, without prejudice to the 

fact that they may be necessary for advertising purposes of the project. 

13. Other ethical or legal issues 

No, as long as the limits of legality and the consent given by the worker are respected. 

 

  



http://www.ethikrat.org/
https://www.akek.de/
http://www.eurecnet.org/information/germany.html
https://www.forschung.uni-wuppertal.de/en/ethics-commission.html
https://www.forschung.uni-wuppertal.de/en/ethics-commission.html
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Safety and hygiene 

1. Written procedures for maintaining hygiene 

There are written procedures regarding the hygiene and safety of employees. 

For research participants and volunteers, such rules are drawn up as needed and tailored to the 

activities in question. 

2. Safety of employees 

There are written procedures regarding the hygiene and safety of employees. 

For research participants and volunteers, such rules are drawn up as needed and tailored to the 

activities in question. 

3. Safety of equipment  

Usually, only equipment with a CE marking or comparable certificates that prove product safety is 

used. 

4. Formal hygiene and laboratory safety regulations 

There are written procedures regarding the hygiene and safety of employees. 

For research participants and volunteers, such rules are drawn up as needed and tailored to the 

activities in question. 

5. Risk assessment  

For general safety and data protection, appropriate risk analyses may be carried out if necessary. 

6. Insurance against risks  

For past projects, insurance policies were taken out for the test persons. 

 

Data Protection 

1. Data Protection Authority 

Yes, there is one superordinate data protection authority in Germany:  

“Die Bundesbeauftragte für den Datenschutz und die Informationsfreiheit”,  

Husarenstraße 30, 53117 Bonn 

and all federal states also have their own data protection authorities. 

https://www.bfdi.bund.de/DE/Infothek/Anschriften_Links/Landesdatenschutzbeauftragte/Landesdat

enschutzbeauftragte_liste.html 

2. Privacy Policy 

Yes, ASER follows written procedures for protecting privacy. 

“We take the protection of your personal data very seriously. It goes without saying that we always 

treat your personal data in accordance with the statutory data protection regulations. In the following 

we would like to inform you about the processing of personal data. […] 

The ASER Institute collects, processes and uses the user's personal data only to the extent necessary 

to provide the service offered (pursuant to Art. 6  (1e) GDPR). If the opportunity for the input of 

personal or business data (email addresses, name, addresses etc.) is given, the input of these data 

takes place voluntarily and can be revoked at any time. The data marked as mandatory are necessary 

to assign and answer the request. Further information can be provided voluntarily. Data processing 

for the purpose of contacting us is carried out in accordance with Art. 6 Para. 1 S. 1 lit. a DSGVO on the 

basis of your voluntary consent. Your data will only be stored for as long as is necessary for the stated 



https://www.datenschutz-wiki.de/Landesdatenschutzgesetze
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Risk assessment 

No. Question Yes No 

1. Does the activity involve the systematic monitoring of publicly accessible spaces?   
2. Are the persons unaware of the collection and processing of their data?  

 
3. Does the activity use automated data collection from open sources?   
4. Does the activity involve the use of new technologies?   
5. Is there a combination of a person's data from more than one source?  

 

6. Is the personal data used for a purpose other than its original intention?  
 

7. Would the processing of personal data be perceived as disruptive in this way?  
 

8. Might data processing concern specific categories of personal data? (e.g. health)  
 

9. Does the data processing involve decisions or assumptions about individuals?   
10. Would the data subject consider the processed information to be private?  

 

If any question is answered with "Yes", the need of a full risk assessment of data protection (DPIA) is 

indicated. 

 

Study description 

1. Human participants & personal data  

ASER is not involved in the collection of personal data in Ageing@Work but we may have access to 

already collected data to help processing the personal data for the purpose of achieving the project’s 

objectives. 

2. Participants selection & recruitment  

As the collection of personal data takes place at the two pilot sites (ANEFA and Siemens), ASER is not 

involved in the selection and recruitment of participants. 

3. (Sensitive) personal data 

If ASER cooperates in data processing, sensitive data in the form of data concerning health could be 

processed. 

4. Collection method & tools 

ASER is not involved in the selection of data collection methods and tools.  

5. Tracking or observation 

There is no tracking or observation on ASER’s part. 

6. Purpose of data collection & processing 

ASER may be involved in the processing of personal data with the purpose to offer personalised 

services to employees/companies in respect to health and well-being in workplaces in accordance to 

the project’s objectives and goals as described in the Ageing@Work Description of Action. 

7. Secondary use 

ASER will not further process previously collected personal data after the completion of the project. 
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8. Storage & backup 

Data is stored and backed up in a database on servers. The personal data is stored in anonymised or 

pseudonymised form and protected against unauthorised access. 

9. Data access 

Only the employees directly involved in the project have access to any personal data. No third parties 

will have access to personal data.  

10. Pooled data & transferring 

Data transfer takes place exclusively within the borders of the EU between the project partners. ASER may have 
access to data collected in Germany (Siemens) and in Spain (ANEFA). 

11. Company data & Confidentiality 

ASER does not collect any kind of company data / information which might be confidential. 

12. Picture, video or sound recordings  

ASER does not take any picture, video or sound recordings of involved participants. 

13. Other ethical or legal issues 

No. 
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Institution / Beneficiary: Name: Date: 

CERTH /ITI ETHNIKO KENTRO EREYNAS KAI 

TECHNOLOGIKIS ANAPTYXIS 

9/5/2019 

 

General Ethics 

1. International/national legislation 

Apart from the Declaration of Helsinki which is a cornerstone on human research ethics, the Greek 

Laws 2472/1997 and 2472/1997, define a specific regulatory framework which is dedicated to privacy, 

data retention and data protection.  

2. Ethics control body in the country 

There is a Data Protection Control body in Greece which is the Personal Data Protection Authority 

(http://www.dpa.gr/). However there is not a unique control body regarding ethics. According to Law 

4521/2018, there are Ethics Committees in each Research Center that evaluate all biomedical 

research involving human interventions or the use of their biological samples. 

3. Ethics control committee in the organisation 

Yes. Currently there is an ethics control body in CERTH (The Bioethics committee). 

4. Ethical control procedures 

Within the Ageing @Work project, an Ethics Advisory Board (EAB) has been established to undertake 

ethics, legal and privacy issues that will probably emerge during the lifecycle of the project. The role of 

EAB is to assist the project partners in identifying and solving ethical concerns that might not be 

identified by the end users or the project group during the whole duration of the project and provide 

proper advice and solutions on ethics, privacy and socio-economic issues. Furthermore, the project’s 

Ethics Protocol will be drafted and applied to address the ethical and legal issues that will potentially 

arise during the lifecycle of the project. 

Ethical control procedures according to performing tests on human subjects have to be addressed 

mainly by the pilots of the project. In particular pilot sites should submit an application to the ethical 

committee in order to receive the approval for pilots’ operation. 

Ethical control refers also to proper certificates of devices. At Ageing@Work project, sensors and 

healthcare devices (medical devices) that will be used, will be properly certified. Moreover standards 

and regulations will be applied in Apps development. 

Moreover a number of organizational and technical measures is provisioned to be adopted in order to 

address potential ethical and legal risks. Particularly, in alignment to the new regulation (GDPR), 

consent form is one of the seven legal grounds that have to be followed in terms of personal data 

processing in respect to the European Data Protection Directive (95/46/EC).  

For this reason a detailed informed consent will be carefully prepared for each data collection process 

and pilot trial, at each pilot site, fully outlining the scope of the process/trial and its purposes along 

with the data collected and analysed. 

Special emphasis will also be placed on user data privacy and security, taking concrete measures for 

worker data protection. 

5. Expertise in ethics and Member of Ethics Advisory Board 

CERTH has participated in a number of European projects that had to cope with ethics challenges 

related to big data. In particular CERTH has been participated in Large scale projects (LSPs), working 

specifically on data ethics (e.g. VERITAS, myAirCoach, SatisFactory, ACTIVAGE etc.). This critical task 
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has been assigned to persons with expertise and /or knowledge in human behaviour and social 

science.    

Yes, there is interest from the side of CERTH to join the Ethics Advisory Board. 

 

Safety and hygiene 

1. Written procedures for maintaining hygiene 

An audit committee is dedicated to periodically assess the rules for health prevention. This 

assessment includes recommendations for maintaining safety at work including indoor and outdoor 

cases. 

2. Safety of employees 

Written report of Hazards regarding safety and health of employees. 

3. Safety of equipment  

In the context of the stature of CERTH, general guidelines are followed from the receipt of the 

equipment and during the usage of it.  A quality control and validation of the equipment as well as the 

testing of its safety is conducted to maintain basic rules of safety. 

4. Formal hygiene and laboratory safety regulations 

At CERTH we are familiar with the main hygiene and laboratory safety regulations. 

5. Risk assessment  

The main procedure for risk assessment in the context of research is carried out through a DPIA in 

order to apply the proper remedial measures. 

6. Insurance against risks  

CERTH has a civil liability insurance. Also there is provision for insurance in respect to the equipment 

used. Furthermore CERTH provides a health insurance program for its personnel which is valid at 

national level. 

 

Data Protection 

1. Data Protection Authority 

Yes, the Hellenic Data Protection Authority (HDPA) (www.dpa.gr). 

2. Privacy Policy 

CERTH as an organization set ups and follows strictly concrete ethical and legal strategies in respect to 

data processing. Proper consent management, core principles as data minimization principle and 

anonymization transparency and other proper measures will be used according to the advanced 

worker and workplace models that will be developed and used in terms of the Ageing@Work 

research. 

3. Privacy guidelines 

As it is has been already mentioned in the D1.2, CERTH follows the main regulations listed below: 

• Law 2472/1997  

• Law 3471/2006 

• Law 3783/2009 

• Law 3917/2011 

• Law 4024/2011 

• Law 4070/2012  

• Law 4139/2013 
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Risk assessment 

No. Question Yes No 

1. Does the activity involve the systematic monitoring of publicly accessible spaces?   
2. Are the persons unaware of the collection and processing of their data?  

 
3. Does the activity use automated data collection from open sources?  

 

4. Does the activity involve the use of new technologies?  
 

5. Is there a combination of a person's data from more than one source?  
 

6. Is the personal data used for a purpose other than its original intention?  
 

7. Would the processing of personal data be perceived as disruptive in this way?  
 

8. Might data processing concern specific categories of personal data? (e.g. health)  
 

9. Does the data processing involve decisions or assumptions about individuals?  
 

10. Would the data subject consider the processed information to be private?  
 

If any question is answered with "Yes", the need of a full risk assessment of data protection (DPIA) is 

indicated. 

 

Study description 

1. Human participants & personal data  

CERTH as a technological provider will be involved only in pseudoanonymized data processing 

activities.   

2. Participants selection & recruitment  

CERTH does not participate in the pilot trials participants’ recruitment process. In case that 

experiments are performed at CERTH, in the context of the project’s R&D tasks during the project, 

proper ethical and legal guidelines according to the new regulation will be strictly followed. 

3. (Sensitive) personal data 

CERTH as a technological provider will be involved only in pseudoanonymized data processing 

activities.  The R&D efforts of CERTH will involve collection and processing of personal, biometric and 

health data. 

4. Collection method & tools 

Data will be collected by approved equipment at the place of the pilot sites and transferred anonymised 
to servers controlled by CERTH.  
In case that experiments are performed at CERTH, in the context of the CERTH R&D tasks during the 
project, there is the possibility to collect human activity tracking data, derived from wearable sensors 
(e.g. accelerometers, biosignals), from IoT sensors (e.g. environment state, temperature, humidity, 
lighting etc.) and also from RGB-D and acoustic sensors. All these data will be properly 
pseudoanonymized and be safely kept in dedicated PC units of the CERTH research group. 
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5. Tracking or observation 

Yes. Wearable computers will be used to collect basic biometric data (e.g health rate) and also 

cameras, IoT environment sensors and acoustic sensors will be used for observing employees while 

operating machines. 

6. Purpose of data collection & processing 

Data will be collected and processed in order to develop personal profiles of employees and offer 

personalised services in respect to health and well-being in workplaces in accordance to the project 

objectives and goals as described in the Ageing@Work DoA. 

7. Secondary use 

It is possible that previous collected data from HR departments of the pilot sites will be used. 

8. Storage & backup 

Data will be stored and backed up in a database (DB) in servers. The data of each individual will be 

associated with a numerical code, while only the PI (Principal Investigator) will have the information 

on the mapping between these codes and the names of participants; this information will be kept 

properly locked to ensure data safety and confidentiality. 

9. Data access 

Third parties will not have access. Access to the pseudoanonymized data will be given only to 

authorised personnel based on user authentication techniques and mechanisms to avoid 

unauthorised access. 

10. Pooled data & transferring 

The data will be gathered in the pilot sites’ places (Spain and Germany). CERTH may also collect data 
within its premises during its R&D efforts. Data access is allowed only inside the EU and in consistency 
with the security and privacy measures defined by the consortium. 

11. Company data & Confidentiality 

Yes. Data in respect to workplace design, work processes and other working conditions will be 

collected within the Project but with the consent of the company. 

12. Picture, video or sound recordings  

Yes, all of the above means will be used. For this reason a separate consent form is provisioned to be 

drafted and handed –out to participants in order to state their free choice to participate in the 

research. 

13. Other ethical or legal issues 

No, from CERTH’s side there is no other ethical or legal issue that should be taken into consideration. 
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6. Insurance against risks  

Yes, our organization is insured against risks due to invasion of privacy, safety and biocompatibility.  

Insurance covers research and development work in the field of technical and life sciences, leading to 

new technical and organizational solutions in the field of occupational health and safety, occupational 

health and ergonomics, adaptation of the results of research and work to practice, dissemination of 

the results of such research and work, expertise, analysis, assessment of the effectiveness of 

occupational health and safety projects, analysis, health and safety advisory services. 

 

Data Protection 

1. Data Protection Authority 

Yes, there is the Personal Data Protection Office in Poland. 

2. Privacy Policy 

Yes, every employee is required to follow written procedures. All information was included in D1.2. 

3. Privacy guidelines 

No, all information on national requirements was included in D1.2. 

4. Confidentiality & Anonymity 

Yes, this is a required procedure. Participants in the study shall read the terms and conditions of the 

study and sign a declaration accordingly.  

5. Data Protection Officer 

Yes, CIOP-PIB has a Data Protection Officer. This is Mr. Andrzej Biernacki.   

6. HTTP cookies 

- 
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Study description 

1. Human participants & personal data  

WP3, T3.1. We are planning to conduct questionnaire surveys and interviews with employees 

regarding workplace and individual factors related to their work ability and productivity. This data 

would be anonymous but employees’ socio-demographic data (age, gender, job tenure, position in the 

organization, level of education) as well as lifestyle, self-rated health status etc. will be analysed. 

2. Participants selection & recruitment  

Participation in the study will be voluntary based on informed consent. Employees from the 

workplaces designated by industrial partners will be invited to participate. Inclusion criteria will be 

employee age. As far as employee sex is concerned, this criteria could be difficult to fulfil taking into 

account physical character of the job in ANEFA and Siemens. 

3. (Sensitive) personal data 

Personal data: age, gender, level of education, job tenure, position in the organization will be 

gathered only in the questionnaire survey in order to be included in the statistical analysis. However, 

the questionnaire will be pseudo anonymized by providing a user specific code. This code will serve to 

match the questionnaire with the signed consent form. Only the researchers from CIOP-PIB will have 

access to the consent forms and will be able to match them with the questionnaires in case the users 

decide to withdraw their data from the database. The consent forms will be locked with the key at 

CIOP-PIB and the database containing the user code will be available to other researchers from the 

consortium upon request. 

 

 

4. Collection method & tools 

We are planning to conduct questionnaires survey and individual interviews. Paper-and -pencil 
questionnaires will be implemented. The interviews will be based on prepared scenarios containing set 
of questions and issues to be addressed in the discussion and will be organized during the workshops 
conducted by UPM (Task 8.2). Employees will be informed about the aim of the study and their consent 
forms will be provided to be signed before the study. Questionnaire and interviews will be pseudo 
anonymised using specific user code invented by the participant and the individual answers will not be 
available to any of company representatives, managers, supervisors, nor analysed by CIOP-PIB They will 
serve only for collective statistical analysis. 

5. Tracking or observation 

No. 

6. Purpose of data collection & processing 

Data from the questionnaires and interviews answers will be statistically analysed in SPSS. The aim of 

the analysis will be to choose most relevant and significant factors related to employees work ability, 

productivity as well as other factors related to successful implementation of Ageing@Work system. 

7. Secondary use 

No. 
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8. Storage & backup 

Data derived from questionnaires and interviews will be pseudo anonymised and stored in CIOP-PIB. 

Personal data derived from the consent form (signature) will be stored in CIOP-PIB and locked with a 

key 

 

9. Data access 

Only researchers participating in the Ageing@Work project will have access to the database. 

10. Pooled data & transferring 

Data will be collected in Spain and Germany but analysed in Poland in CIOP-PIB. 

11. Company data & Confidentiality 

Working conditions and work organization as perceived by the employees will be one of the main 

areas of interest in the questionnaire study in order to analyse their impact on employees; work 

ability and productivity 

12. Picture, video or sound recordings  

No. 

13. Other ethical or legal issues 

No. 
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Institution / Beneficiary: Name: Date: 

HIT HYPERTECH INNOVATIONS 

LTD 

Georgios Karagiannopoulos 08/05/2019 

 

General Ethics 

1. International/national legislation 

- 

2. Ethics control body in the country 

Data acquisition and evaluation in Cyprus are both subjected to scrutiny by the Cyprus National 

BioEthics Committee (CNBEC). 

In accordance with article 3 (1) of the Law N. 150 (I) /2001 The Bioethics (Establishment and Function 

of the National Committee), the Committee`s mission is the constant monitoring, survey, systematic 

analysis and evaluation of the issues and problems that relate to the scientific research, progress and 

implementation of the sciences of biotechnology, biology, medicine, genetics and pharmaceutics as 

well as to the human intervention on the biological procedure and the human genotype and the 

investigation of their moral, deontological, social, humanistic and legal dimensions 

3. Ethics control committee in the organisation 

No. 

4. Ethical control procedures 

We are not performing tests on human subjects, so we haven’t established any ethical control 

procedure. 

5. Expertise in ethics and Member of Ethics Advisory Board 

No. 

 

Safety and hygiene 

1. Written procedures for maintaining hygiene 

Not needed. 

2. Safety of employees 

Not needed. 

3. Safety of equipment  

Not needed. 

4. Formal hygiene and laboratory safety regulations 

Not needed. 

5. Risk assessment  

Not needed. 

6. Insurance against risks  

Not needed. 
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Data Protection 

1. Data Protection Authority 

The Cypriot Data Protection Authority, named by the relevant law as the Commissioner Personal Data 

Protection, was set up in 2002 by the Processing of Personal Data (Protection of the Individual) Law of 

2001 and amended in 2004 and 2018 (Law N. 125(I)/2018, Protection of Natural Persons with regard 

to the Processing of Personal Data (Data Protection Act)) and has operated since May 2002.  

On 31 July 2018 the national law providing for the protection of natural persons with regard to the 

processing of personal data and for the free movement of such data (Law 125(I)/2018), was published 

in the official gazette of the Cyprus Republic. The law was adopted for the effective implementation of 

certain provisions of the Regulation (EE) 2016/679 of the European Parliament and of the Council of 

27 April 2016 on the protection of natural persons with regard to the processing of personal data and 

on the free movement of such data, and repealing Directive 95/46/EC (GDPR), which applies as of 25 

May 2018. Upon entry into force of the provisions of the law 125(I)/2018, the Processing of Personal 

Data (Protection of Individuals) Law of 2001 (Law 138(I)/2001) was repealed. 

The Commissioner for personal data protection is an independent public authority responsible for 

monitoring the implementation of Regulation (EU) 2016/679 (GDPR) and other laws aiming at the 

protection of individuals with regards to the processing of their personal data. The Commissioner 

performs the duties and exercises the powers assigned by the GDPR or any other relevant law in 

complete independence.  

The role of the Commissioner is to safeguard personal data by protecting personal information 

relating to an individual against its unauthorised and illegal collection, recording and further use and it 

also grants the individual certain rights, such as the right of information, the right of access and the 

right of objection and provides for the procedure of submitting complaints to the Commissioner for 

violations of the law. The Commissioner may impose on the controllers or their representatives a 

number of administrative sanctions and has on a number of occasions made use of this right.  

The Commissioner represents the Republic of Cyprus in the relevant bodies and committees of the 

European Union, the Council of Europe, and other International Organisations. Among other things, 

the Commissioner participates in the European Data Protection Board, which is composed of all 

Supervisory Authorities of EU Member States and the European Data Protection Supervisor, as well as 

by the European Commission. 

2. Privacy Policy 

- 

3. Privacy guidelines 

No. 

4. Confidentiality & Anonymity 

Not applicable. 
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Risk assessment 

No. Question Yes No 

1. Does the activity involve the systematic monitoring of publicly accessible spaces?   
2. Are the persons unaware of the collection and processing of their data?  

 
3. Does the activity use automated data collection from open sources?   
4. Does the activity involve the use of new technologies?   
5. Is there a combination of a person's data from more than one source?   
6. Is the personal data used for a purpose other than its original intention?  

 
7. Would the processing of personal data be perceived as disruptive in this way?  

 
8. Might data processing concern specific categories of personal data? (e.g. health)   
9. Does the data processing involve decisions or assumptions about individuals?   
10. Would the data subject consider the processed information to be private?   
If any question is answered with "Yes", the need of a full risk assessment of data protection (DPIA) is 

indicated. 

 

Study description 

1. Human participants & personal data  

No. 

2. Participants selection & recruitment  

Not applicable. 

3. (Sensitive) personal data 

Not applicable. 

4. Collection method & tools 

Not applicable. 

5. Tracking or observation 

No. 

6. Purpose of data collection & processing 

Not applicable. 

7. Secondary use 

No. 

8. Storage & backup 

Not applicable. 

9. Data access 

Not applicable. 

10. Pooled data & transferring 

No. 

11. Company data & Confidentiality 

No. 
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12. Picture, video or sound recordings  

No. 

13. Other ethical or legal issues 

No. 

 

 

  



http://bioetica.governo.it/it
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Data Protection 

1. Data Protection Authority 

The data protection authority in Italy is the “Garante per la protezione dei dati personali”. 

It is an independent administrative authority established by the so-called privacy law (Law No. 675 of 

31 December 1996) and regulated subsequently by the Personal Data Protection Code (Legislative 

Decree No. 196 of 30 June 2003) as amended by Legislative Decree No. 101 of 10 August 2018, which 

also established that the Italian DPA is the supervisory authority responsible for monitoring 

application of the General Data Protection Regulation (pursuant to Article 51 of Regulation No. 

2016/679). (see https://www.garanteprivacy.it/web/guest/home_en) 

2. Privacy Policy 

Yes, we have a privacy policy document. 

It establishes: 

• The data controller reference information 

• The types of personal data managed by the Company 

• The reasons for data management 

• The way such data are managed 

• The methods used to manage data 

• A reminder of the rights of persons whose data the Company manages with reference to such 

management 

3. Privacy guidelines 

No. 

4. Confidentiality & Anonymity 

We will not act as data controller for personal data collected from participants in Aging@Work 

experiments, thus we will not directly contact such participants. 

5. Data Protection Officer 

According to the GDPR, for our Company the appointment of a DPO is not mandated. 

6. HTTP cookies 

We will not develop tools in the Aging@Work platform. 
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Study description 

1. Human participants & personal data  

MultiMed Engineers will not be involved in project activities directly addressing human participants 

and related personal data collection. 

2. Participants selection & recruitment  

Not applicable as per item (1) 

3. (Sensitive) personal data 

Not applicable as per item (1) 

4. Collection method & tools 

Not applicable as per item (1) 
5. Tracking or observation 

Not applicable as per item (1) 

6. Purpose of data collection & processing 

Not applicable as per item (1) 

7. Secondary use 

Not applicable as per item (1) 

8. Storage & backup 

Not applicable as per item (1) 

9. Data access 

Not applicable as per item (1) 

10. Pooled data & transferring 

Not applicable as per item (1) 

11. Company data & Confidentiality 

Not applicable as per item (1) 

12. Picture, video or sound recordings  

Not applicable as per item (1) 

13. Other ethical or legal issues 

Not applicable as per item (1) 
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Institution / Beneficiary: Name: Date: 

MYSPHERA Pilar Sala 9/5/2019 

 

General Ethics 

1. International/national legislation 

No. 

2. Ethics control body in the country 

Depends on the type of research to be done. There is a network of accredited Research Ethics 

Committees of Universities and Public Research Organizations that can assess ethics aspects in 

research. 

3. Ethics control committee in the organisation 

No. 

4. Ethical control procedures 

If we perform directly tests on human subjects, we follow the guidelines provided by the EU Working 

Group on Science and Ethics. 

5. Expertise in ethics and Member of Ethics Advisory Board 

No. 

 

Safety and hygiene 

1. Written procedures for maintaining hygiene 

No, it’s not applicable, organization is an SME in the ICT development field. 

2. Safety of employees 

Yes, we follow the applicable regulation for prevention of occupational hazards for small companies 

and offices. 

3. Safety of equipment  

Not applicable. 

4. Formal hygiene and laboratory safety regulations 

Not applicable. 

5. Risk assessment  

Not applicable. 

6. Insurance against risks  

Not applicable. 
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Risk assessment 

No. Question Yes No 

1. Does the activity involve the systematic monitoring of publicly accessible spaces?  
 

2. Are the persons unaware of the collection and processing of their data?  
 

3. Does the activity use automated data collection from open sources?   

4. Does the activity involve the use of new technologies?  
 

5. Is there a combination of a person's data from more than one source? 
 

 

6. Is the personal data used for a purpose other than its original intention?  
 

7. Would the processing of personal data be perceived as disruptive in this way?  
 

8. Might data processing concern specific categories of personal data? (e.g. health) 
 

 

9. Does the data processing involve decisions or assumptions about individuals?   

10. Would the data subject consider the processed information to be private? 
 

 

If any question is answered with "Yes", the need of a full risk assessment of data protection (DPIA) is 

indicated. 

 

Study description 

1. Human participants & personal data  

Yes, WP4 deals with unobtrusive ambient activity and behaviour monitoring. 

2. Participants selection & recruitment  

This activity will be under the responsibility of other WP and partners. 

3. (Sensitive) personal data 

Not defined yet. For sure no genetic or biometric data, neither personal data revealing racial and 

ethnic origin, political opinions, religious or ideological convictions or trade union membership. 

4. Collection method & tools 

Not defined yet. 

5. Tracking or observation 

Yes, more likely. 

6. Purpose of data collection & processing 

To provide personalised models of workers for process optimization. 

7. Secondary use 

No. 

8. Storage & backup 

Not defined yet. 

9. Data access 

Not defined yet. 

10. Pooled data & transferring 

No. 
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11. Company data & Confidentiality 

Not defined yet. 

12. Picture, video or sound recordings  

No. 

13. Other ethical or legal issues 

No. 
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Institution / Beneficiary: Name: Date: 

Q-PLAN INTERNATIONAL 

ADVISORS 

Evangelia Tsagaraki 9/5/2019 

 

General Ethics 

1. International/national legislation 

Not applicable for our role at AGEING@WORK. 

2. Ethics control body in the country 

There is the National Bioethics Commission (www.bioethics.gr) with a consultation role. 

3. Ethics control committee in the organisation 

No. 

4. Ethical control procedures 

Not applicable. 

5. Expertise in ethics and Member of Ethics Advisory Board 

Not applicable. 

 

Safety and hygiene 

1. Written procedures for maintaining hygiene 

The activities of the organisation do not entail any specific hygiene requirements. Nevertheless, there 

is  a written procedure for maintaining hygiene in the organization workplace as part of the Quality 

Management System. 

2. Safety of employees 

Yes, there is a written procedure for occupational safety as part of the Quality Management System 

and the company has an appointed Safety Technician, in compliance with the Greek law about 

occupational health safety. 

3. Safety of equipment  

Not applicable. 

4. Formal hygiene and laboratory safety regulations 

Not applicable. The company does not have a laboratory. 

5. Risk assessment  

Not applicable. 

6. Insurance against risks  

No. 
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Risk assessment 

No. Question Yes No 

1. Does the activity involve the systematic monitoring of publicly accessible spaces?  
 

2. Are the persons unaware of the collection and processing of their data?  
 

3. Does the activity use automated data collection from open sources?   

4. Does the activity involve the use of new technologies?  
 

5. Is there a combination of a person's data from more than one source?  
 

6. Is the personal data used for a purpose other than its original intention?  
 

7. Would the processing of personal data be perceived as disruptive in this way?  
 

8. Might data processing concern specific categories of personal data? (e.g. health)  
 

9. Does the data processing involve decisions or assumptions about individuals?  
 

10. Would the data subject consider the processed information to be private?  
 

If any question is answered with "Yes", the need of a full risk assessment of data protection (DPIA) is 

indicated. 

 

Study description 

1. Human participants & personal data  

No. 

2. Participants selection & recruitment  

Not applicable. 

3. (Sensitive) personal data 

No sensitive/ personal data will be collected or processed. 

4. Collection method & tools 

Not applicable. 

5. Tracking or observation 

No. 

6. Purpose of data collection & processing 

Not applicable. 

7. Secondary use 

No. 

8. Storage & backup 

Not applicable. 

9. Data access 

Not applicable. 

10. Pooled data & transferring 

No. 
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11. Company data & Confidentiality 

No. 

12. Picture, video or sound recordings  

In terms of reporting dissemination activities, for which Q-PLAN is work package leader, photos or 

video from project events may be taken. In such case, a consent form will be sought from persons 

appearing in photos/videos in a recognizable manner. 

13. Other ethical or legal issues 

No. 
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Institution / Beneficiary: Name: Date: 

Siemens Klaus-Peter Wegge 29. May 2019 

 

General Ethics 

1. International/national legislation 

Yes. 

2. Ethics control body in the country 

No. 

3. Ethics control committee in the organisation 

Yes, not exactly an ethics control board but studies like the Ageing@Work one has to be reviewed and 

confirmed by the Siemens Workers Council. 

4. Ethical control procedures 

N/A for Ageing@Work. 

5. Expertise in ethics and Member of Ethics Advisory Board 

Yes we have data protection officer (Mr Achim Köhler ) but we are currently not interested in joining 

the ethics board. 

 

Safety and hygiene 

1. Written procedures for maintaining hygiene 

n/a for Ageing@Work. 

2. Safety of employees 

Yes: Safety officer and internal rules; 

Company agreement (Betriebsvereinbarung ) and regular training courses  

Workplaces Ordinance and Rules of the GUV administrative professional association 

3. Safety of equipment  

Yes but n/a for Ageing@Work. 

4. Formal hygiene and laboratory safety regulations 

n/a for Ageing@Work. 

5. Risk assessment  

Risk ass about safety yes yearly workplace inspections; n/a ; n/a 

6. Insurance against risks  

For safety Deutsche Gesetzliche Unfallversicherung. 
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Data Protection 

1. Data Protection Authority 

1. Dataprotection Officer 

2. Binding Corporate Rules 

https://assets.new.siemens.com/siemens/assets/public.1550663431.34016021-5967-4c51-bda0-

c8a0368eebba.summary-of-third-party-rights-en.pdf/summary-of-third-party-rights-en.pdf  

3. Business Conduct Guidelines 

https://w5.siemens.com/web/ua/ru/about/compliance/Documents/Siemens%20Business%20Conduc

t%20Guideline_ENG.pdf 

4. Privacy Policy https://new.siemens.com/global/en/general/privacy-notice.html 

2. Privacy Policy 

Yes we use consent form. 

3. Privacy guidelines 

1. Binding Corporate Rules 

https://assets.new.siemens.com/siemens/assets/public.1550663431.34016021-5967-4c51-bda0-

c8a0368eebba.summary-of-third-party-rights-en.pdf/summary-of-third-party-rights-en.pdf  

2. Business Conduct Guidelines 

https://w5.siemens.com/web/ua/ru/about/compliance/Documents/Siemens%20Business%20Conduc

t%20Guideline_ENG.pdf 

3. Privacy Policy https://new.siemens.com/global/en/general/privacy-notice.html 

4. Confidentiality & Anonymity 

Yes, see above (consent form). 

5. Data Protection Officer 

Yes, Mr Achim Köhler 

6. HTTP cookies 

Not applicable. 
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Study description 

1. Human participants & personal data  

YES WP7. 

2. Participants selection & recruitment  

Voluntary participation. 

3. (Sensitive) personal data 

Yes but no sensitive personal data. 

4. Collection method & tools 

Open interviews and questionnaires. 

5. Tracking or observation 

Yes. 

6. Purpose of data collection & processing 

For the projects objectives. 

7. Secondary use 

No. 

8. Storage & backup 

Digitally stored data only in an anonymized encrypted manner (access only to Ageing@Work project 

participants from Siemens).  Questionnaires and Interview Notes, always taken in an anonymous 

manner, on paper will be scanned and stored like written above, originals will be destroyed according 

to industry standards. 

9. Data access 

Third parties will not have access to the data.  

Only the results of the analysis will be provided to the project partners. Data storage see above. 

10. Pooled data & transferring 

No. 

11. Company data & Confidentiality 

Yes, data on workplace design, work processes and other working conditions. 

12. Picture, video or sound recordings  

No. 

13. Other ethical or legal issues 

No. 
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Institution / Beneficiary: Name: Date: 

UPAT UNIVERSITY OF PATRAS 9/5/2019 

 

General Ethics 

1. International/national legislation 

Apart from the Declaration of Helsinki which is a cornerstone on human research ethics, the Greek 

Laws 2472/1997 and 2472/1997, define a specific regulatory framework which is dedicated to privacy, 

data retention and data protection. 

2. Ethics control body in the country 

There is a Data Protection Control body in Greece which is the Personal Data Protection Authority 

(http://www.dpa.gr/). However there is not a unique control body regarding ethics. According to Law 

4521/2018, there are Ethics Committees in each Research Center that evaluate all biomedical 

research involving human interventions or the use of their biological samples. 

3. Ethics control committee in the organisation 

Yes. Currently there is an ethics control body in University of Patras (The Bioethics committee).  

4. Ethical control procedures 

Within the Ageing @Work project, an Ethics Advisory Board (EAB) has been established to undertake 
ethics, legal and privacy issues that will probably emerge during the lifecycle of the project. The role of 
EAB is to assist the project partners in identifying and solving ethical concerns that might not be 
identified by the end users or the project group during the whole duration of the project and provide 
proper advice and solutions on ethics, privacy and socio-economic issues. Furthermore, the project’s 
Ethics Protocol will be drafted and applied to address the ethical and legal issues that will potentially 
arise during the lifecycle of the project.  
Ethical control procedures according to performing tests on human subjects have to be addressed 
mainly by the pilots of the project. In particular pilot sites should submit an application to the ethical 
committee in order to receive the approval for pilots’ operation. 
 

Ethical control refers also to proper certificates of devices. At Ageing@Work project, sensors and 

healthcare devices (medical devices) that will be used, will be properly certified. Moreover standards 

and regulations will be applied in Apps development. 

 

Moreover a number of organizational and technical measures is provisioned to be adopted in order to 

address potential ethical and legal risks. Particularly, in alignment to the new regulation (GDPR), consent 

form is one of the seven legal grounds that have to be followed in terms of personal data processing in 

respect to the European Data Protection Directive (95/46/EC).  

 

For this reason a detailed informed consent will be carefully prepared for each data collection process 

and pilot trial, at each pilot site, fully outlining the scope of the process/trial and its purposes along with 

the data collected and analysed. 

Special emphasis will also be placed on user data privacy and security, taking concrete measures for 
worker data protection. 

5. Expertise in ethics and Member of Ethics Advisory Board 

UPAT has participated in a few European and national projects that had to cope with ethics.  The 

persons selected to address these issues were appropriately informed in advance. 

No, there is no interest from the side of UPAT to join the Ethics Advisory Board. 
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Safety and hygiene 

1. Written procedures for maintaining hygiene 

(If yes, please give a brief overview. If no, please explain why or what corrective actions you take.) 

The maintenance of hygiene is monitored by the Coordinating Committee on Health and Safety 

(http://osh.upatras.gr/). The national legislation for health and safety of the employees is the Law 

3850/2010.  

According to the report of the panel appointed by the HQA to undertake the review of the 

Internal Quality Assurance System (IQAS) of the University of Patras (10/2018) “The Institution 

ensures that the working environment has a positive effect on the performance of the members of 

the academic community (students and staff) appropriately. The sanitary facilities, the 

lighting/heating/ventilation system, the cleanliness and the overall appearance of the premises, are in 

an acceptable condition.” 

2. Safety of employees 

Similarly to health, safety of employees is monitored by Coordinating Committee on Health and Safety 

(see response to 1 section 5.4). 

3. Safety of equipment  

We follow general guidelines from the receipt of the equipment and during the usage of it.  A quality 

control and validation of the equipment as well as the testing of its safety is conducted to maintain 

basic rules of safety. Furthermore, an appropriate managing and monitoring system managed by the 

facility management department (technical services) identify needs and promotes solutions for a 

favourable working environment. 

4. Formal hygiene and laboratory safety regulations 

Yes, the employees of the Wire Communications Laboratory at UPAT are familiar with the main 

hygiene and laboratory safety regulations. 

5. Risk assessment  

The main procedure for risk assessment in the context of research is carried out through a DPIA in 

order to apply the proper remedial measures.  

6. Insurance against risks  

Health insurance, valid at national level, is obligatory for the personnel of UPAT. The institution is not 

insured against risks due to invasion of privacy, safety and biocompatibility. 
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Data Protection 

1. Data Protection Authority 

Yes, the Hellenic Data Protection Authority (HDPA) (www.dpa.gr). 

2. Privacy Policy 

The UPAT team will follow strictly concrete ethical and legal strategies in respect to data analysis. 

Proper consent management, core principles as data minimization principle and anonymization 

transparency and other proper measures will be used according to the workplace models and 

productivity enhancement and learning tools that will be developed and used in terms of the 

Ageing@Work research. 

3. Privacy guidelines 

The UPAT partner should be compliant with the main regulations listed below: 

 

• Law 2472/1997  

• Law 3471/2006 

• Law 3783/2009 

• Law 3917/2011 

• Law 4024/2011 

• Law 4070/2012  

• Law 4139/2013 

4. Confidentiality & Anonymity 

UPAT will receive anonymized data as part of the Ageing@Work project and therefore will not have to 

deal with issues in respect to data anonymity. All data will be kept strictly confidential. 

5. Data Protection Officer 

UPAT has assigned the role of DPO to Mr. Georgios Lekatsas who has a high level of expertise.            

6. HTTP cookies 

The tools to be developed by the WCL team of UPAT as part of the Ageing@Work project will not use 

HTTP cookies.  If the external services of the University will use cookies, this will be handled with 

messages informing the user and asking for his/her permission. 
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Study description 

1. Human participants & personal data  

UPAT as a technological provider will be involved only in pseudoanonymized data processing 

activities.    

2. Participants selection & recruitment  

UPAT does not participate in the pilot trials participants’ recruitment process. In case of acquisition of 

data from volunteers in UPAT for the Ageing@Work project, proper ethical and legal guidelines 

according to the new regulation will be strictly followed. 

3. (Sensitive) personal data 

UPAT as a technological provider will be involved only in pseudoanonymized data processing 

activities.  The R&D efforts of UPAT will involve collection and processing of personal, biometric and 

health data, and data of the working environment (e.g. a machine). 

4. Collection method & tools 

Data will be collected by approved equipment at the place of the pilot sites and part of it will be 
transferred anonymised to servers controlled by UPAT.  
In case that experiments are performed at UPAT for the project requirements, there is the possibility to 
collect human tracking data of affective traits, derived from wearable sensors (e.g. accelerometers, 
biosignals), from IoT sensors (e.g. environment state, temperature, humidity, lighting etc.) and also from 
RGB-D and acoustic sensors. All these data will be properly pseudoanonymized and be safely kept in 
dedicated PC units of the UPAT group. Besides human data part of the working environment will be 
scanned with depth cameras. 

5. Tracking or observation 

Yes. Wearable sensors will be used to collect basic biometric data (e.g health rate) and also cameras, 

IoT environment sensors and acoustic sensors will be used for observing employees while operating 

machines. 

6. Purpose of data collection & processing 

Data will be collected and processed in order to develop personal profiles of employees and offer 

personalised services in respect to health and well-being in workplaces in accordance to the project 

objectives and goals as described in the Ageing@Work DoA. 

7. Secondary use 

It is possible that previous collected data from HR departments of the pilot sites will be used. 

8. Storage & backup 

Data will be stored and backed up in a database (DB) in servers. The data of each individual will be 

associated with a numerical code, while only the PI (Principal Investigator) will have the information 

on the mapping between these codes and the names of participants; this information will be kept 

properly locked to ensure data safety and confidentiality. 

9. Data access 

Third parties will not have access. Access to the pseudoanonymized data will be given only to 

authorised personnel based on user authentication techniques and mechanisms to avoid 

unauthorised access. 
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10. Pooled data & transferring 

The data will be gathered in the pilot sites’ places (Spain and Germany). UPAT may also collect data 
within its premises during its R&D efforts. Data access is allowed only inside the EU and in consistency 
with the security and privacy measures defined by the consortium. 

11. Company data & Confidentiality 

Yes. Data in respect to workplace design, work processes and other working conditions will be 

collected within the project but with the consent of the company. 

12. Picture, video or sound recordings  

Yes, all of the above means will be used. For this reason a separate consent form is provisioned to be 

drafted and handed –out to participants in order to state their free choice to participate in the 

research. 

13. Other ethical or legal issues 

No, from UPAT’s side there is no other ethical or legal issue that should be taken into consideration. 
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Institution / Beneficiary: Name: Date: 

Universidad Politécnica de 

Madrid (UPM) 

 06/05/2019 

 

General Ethics 

1. International/national legislation 

Yes, the publication of Law 14/2007, of July 3, of Biomedical Research (known in Spanish as LIB) 

established a specific regulatory framework in Spain, in order to guarantee the performance of 

biomedical research with full respect for the rights of people who participate in the investigation. The 

Royal Decree 1090/2015, of 4 December, regulating clinical trials with medicinal products, Ethics 

Committees for Investigation with medicinal products and the Spanish Clinical Studies Registry, was 

published to adapt the Spanish legislation to the Regulation (EU) No 536/2014 of the European 

Parliament and of the Council, of 16 April 2014, on clinical trials on medicinal products for human use. 

2. Ethics control body in the country 

There is not a unique control body. The LIB establishes that the Ethics Committees for Investigation 

(hereinafter CEI) corresponding to each center must evaluate all biomedical research involving human 

interventions or the use of their biological samples. 

3. Ethics control committee in the organisation 

Yes, there is an ethics committee in UPM, and before starting a research project the ethics committee 

has to approve the research to be carried, by answering a set of questions concerning ethics and data 

protection. 

4. Ethical control procedures 

Before performing the tests on humans, the UPM ethical committee must approve the procedures. 
These are required through a questionnaire on ethic issues. The ethical committee includes experts in 
different areas, and are not known (as there is no direct contact with the researchers and the experts 
of the ethical committee) by the researcher that asks for the approval. 

5. Expertise in ethics and Member of Ethics Advisory Board 

No. 

 

Safety and hygiene 

1. Written procedures for maintaining hygiene 

The UPM Prevention Service Department has developed a brief guidelines with the basic norms and 

rules for health prevention. This includes recommendation to avoid infections and accidents at work, 

including both office and laboratories. 

2. Safety of employees 

The basic procedures are available online 

http://www.upm.es/Personal/PrevencionRiesgosLaborales/PlanPrevencionRiesgosLaborales and 

made known to the workers through the Intranet and other communications tools used by UPM. 

3. Safety of equipment  

There is a department in the organization leads with these activities. The Prevention representative in 

each centre is the training responsible of the new workers. Workers have the responsibility to know 

and apply the prevention rules. 
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4. Formal hygiene and laboratory safety regulations 

In UPM LST group, we are familiar with the basic health and hygiene rules in office work. Information 

is available on line for each of the workers. Additionally, annually workers pass a medical recognition 

oriented to prevent health problems. 

5. Risk assessment  

In case of detected risks (when performing a risk analysis) we are able to conduct a DPIA and apply 

measures to mitigate the risk. 

6. Insurance against risks  

The University has an insurance that covers the civil liability of the entire group of people that 

constitute it (students, teachers and service personnel). This insurance is valid nationally and 

throughout the world except USA, Canada and Mexico. 

 

Data Protection 

1. Data Protection Authority 

Yes, the Spanish Data Protection Agency (AEPD, Spanish: Agencia Española de Protección de Datos) is 

an agency of the government of Spain. The Spanish Data Protection Ageing is the independent public 

authority in charge of ensuring the privacy and protection of citizens' data. 

2. Privacy Policy 

Yes, UPM is an institution firmly committed to respecting freedoms and rights fundamentals of 

people, and follows the GDPR to protect the users’ privacy. 

3. Privacy guidelines 

No, UPM follows the GDPR. 

4. Confidentiality & Anonymity 

Yes, we explain the participants how their data will be anonymised. 

5. Data Protection Officer 

Yes, the DPO in UPM is Luis Cancela de la Viuda. 

6. HTTP cookies 

No. 
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Study description 

1. Human participants & personal data  

Yes, UPM leads the T5.2. Worker dashboard for personalized behaviour and workplace analysis. This 

task will have the essential role of providing the user with an easy-to-use, age-friendly, intuitive 

interface for understanding her/his own respective specificities, highlighting at the same time 

data and findings derived through the model assessment, in accordance to their possible significance. 

2. Participants selection & recruitment  

UPM does not recruit the participants. 

3. (Sensitive) personal data 

The data to be processed and presented in the dashboard, will be shared only with the employee 

source of the data, including behaviour and health data. 

4. Collection method & tools 

UPM is not in charge of collecting the data. 

5. Tracking or observation 

UPM is not involved in the tracking of participants, but different wearables or sensors such as a smart-

band will be used to gather data. 

6. Purpose of data collection & processing 

The data that UPM will process, will be used only for research purposes in the framework of the 

project. The data will be presented to the user in a dashboard to explain to the important aspects of 

both the workplace ergonomics and the work schedule, and how these interact with the user 

specificities, from user physical and cognitive skills and needs through to personal and social needs. 

7. Secondary use 

No. 

8. Storage & backup 

The data to be used in the dashboard will be stored in secure servers in an anonymised way, by 

assigning to each user a unique id. This mapping will only be known by the person that recruits the 

user and the user himself. Anyone who access the database will not be able to identify the user which 

data will be presented in the dashboard. 

9. Data access 

Only authorised persons will have access to the data, by using a login with password access, and logs 

that will register who access the data. 

10. Pooled data & transferring 

The data will be gathered in Spain and Germany; and will be accessed only inside the EU, applying the 
same security and privacy measures. 

11. Company data & Confidentiality 

Yes, information on workplace and work processes will be collected always with the consent of the 

company involved. 

12. Picture, video or sound recordings  

This info is not for the presentation of the data in the dashboard. 

13. Other ethical or legal issues 

No from UPM’s point of view, and role in the project. 

  



https://www.who.int/rpc/research_ethics/format_rp/en/
https://cioms.ch/wp-content/uploads/2017/01/WEB-CIOMS-EthicalGuidelines.pdf
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12. A detailed description of the design of the trial or study. In the case of controlled clinical trials the 
description should include, but not be limited to, whether assignment to treatment groups will be 
randomized (including the method of randomization), and whether the study will be blinded (single 
blind, double blind), or open (Guideline 5); 

13. The number of research participants needed to achieve the study objective, and how this was 
statistically determined; 

14. The criteria for inclusion or exclusion of potential participants, and justification for the exclusion of 
any groups on the basis of age, sex, social or economic factors, or for other reasons (Guideline 3); 

15. The justification for involving as research participants children or adolescents, persons who are 
unable to give informed consent or vulnerable persons or groups, and a description of special 
measures to minimize risks to such persons (Guidelines 15, 16 and 17); 

16. The process of recruitment, e.g. advertisements, and the steps to be taken to protect privacy and 
confidentiality during recruitment (Guideline 3); 

17. Description and explanation of all interventions (the method of treatment administration, 
including route of administration, dose, dose interval and treatment period for investigational and 
comparator products used); 

18. Plans and justification for withdrawing or withholding standard therapies in the course of the 
research, including any resulting risks to persons (Guidelines 4 and 5); 

19. Any other treatment that may be given or permitted, or contraindicated, during the study 
(Guideline 6); 

20. Clinical and laboratory tests and other tests that are to be carried out; 
21. Samples of the standardized case-report forms to be used, the methods of recording therapeutic 

response (description and evaluation of methods and frequency of measurement), the follow-up 
procedures, and, if applicable, the measures proposed to determine the extent of compliance of 
persons with the treatment; 

22. Rules or criteria according to which participants may be removed from the study or clinical trial, or 
(in a multi-centre study) a centre may be discontinued, or the study may be terminated; 

23. Methods of recording and reporting adverse events or reactions, and provisions for dealing with 
complications (Guidelines 4 and 23); 

24. The known or foreseen risks of adverse reactions, including the risks attached to each proposed 
intervention and to any drug, vaccine or procedure to be tested (Guideline 4); 

25. The potential individual benefits of the research to participants and to others (Guideline 4); 
26. The expected benefits of the research to the population, including new knowledge that the study 

might generate (Guidelines 1 and 4); 
27. For research carrying more than minimal risk of physical injury, details of plans, including insurance 

coverage, to provide treatment for such injury, including the funding of treatment, and to provide 
compensation for research-related disability or death (Guideline 14); 

28. Provision for continued access to study interventions that have demonstrated significant benefit, 
indicating its modalities, the parties involved in continued care and the organization responsible 
for paying for it, and for how long it will continue (Guideline 6); 
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Annex 5: Informed Consent Form 

(ICF) Template from D1.1 
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Annex 6: WHO Templates for ICFs 17 

 

                                                           
17  Taken from https://www.who.int/rpc/research_ethics/informed_consent/en/ (Accessed 4 June 2019) 
An editable version of the ICFs is also available here. 

https://www.who.int/rpc/research_ethics/informed_consent/en/
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